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FIG. 8 



p IS SET AS CHARACTERISTIC, a AND b ARE 
SET AS COEFFICIENTS OF ELLIPTIC CURVE 
(y2 = x3 +ax + b), G IS SET AS THE BASE POINT 
ON ELLIPTIC CURVE, r IS SET AS THE ORDER 
OF G, K s IS SET AS PRIVATE KEY, AND G 
AND K s x G ARE SET AS PUBLIC KEYS. 



S2 



CALCULATE f = Hash(M) 



S3 



GENERATE RANDOM NUMBER u (0 < u <r) 



S4 



CALCULATE V = uxG = (X v , Y v ) 



S5 



CALCULATE Vc = X v mod r 



S6 



< 



c = 0? 



S7 



> 



YES 



NO 



CALCULATE d = [(f +cK s )u] mod r 



S8 



d = 0? 



S9 



YES 



NO 



SET c AND d AS SIGNATURE DATA 



S1 
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FIG. 14 



1401 



DATATYPE 



PRICE INFORMATION TYPE 



PRICE INFORMATION EFFECTIVE PERIOD 



CONTENT ID 



SERVICE PROVIDER ID 



PRICE INFORMATION ID 



PRICE INFORMATION VERSION 



AREA CODE 



USABLE DEVICE CONDITIONS 



USABLE USER CONDITIONS 



CONTENT PROVIDER ID 



UCPID 



NUMBER OF RULES 



RULE ADDRESS 



RULE NUMBER 



CONTENT PROFIT DISTRIBUTION INFORMATION 



RULE 1 



PRICE 



DATA SIZE 



RULE NUMBER 



CONTENT PROFIT DISTRIBUTION INFORMATION 



PRICE 



RULEN 



DATA SIZE 



(WHETHER SIGNATURE HAS BEEN VERIFIED) 



PUBLIC KEY CERTIFICATE 



SIGNATURE 



Content Secondary Distribution Management System and Method, and Program Providing Medium Therefor 

Inventors: Yoshihito Ishibashi 
Docket No. 09792909^1859 
Replacement Drawings 



18/28 



o 

CO 



CM 
CO 



00 



CO 



OO 



o 

b=LU 
<CO 
S< 
■ DC CQ 



o 

DC 



o; 
o: 



00 

O 

LL 



5\| 



o? 

Q.CO 
>-LU 
CCO 
OO 

Lua. 



IDO-h- 
Q. CO LU 



< 

O 



O 
O 



T"" 

CO 



o 

00 



CO 




A 


\ 

LU 




CO 




< 




CD 




ATA 


V 





00 

CO 



CO 



2:0 

pco 

Q_CO 
>- LU 

oco 
00 

^DC 
UJ Q_ 



.£5 LU 

ZD CO I— 
(LOLLI 



z 



< 
o 



o: 
o: 



LO 

CO 

00 



in 

CO 

00 



O 

< 
LU 
DC 



< 



oc 

CO 



XDC 
coQ 



DC 
LU 
LU^ 

O ^ 
LUO 
CO o 



CO 
00 



CO 
00 



CO 

o 

QC C/DCrrj 
U-QDC 

3,^ to 



LU 



LU 
I— 

o 
o 

2: LU 



o 

DC 



o 
o 



O; 



CO 
CO 
CO 



<CL 

o 



:0 

|Z 
CO 
CO 
LU 

o, 

DC 2: 
CL 3) 



O 



CO 



LU 



>~o 

LU^ 



rr.uj 2: 
o 

<F- «LU ujco^!^ 



O 
o 



,CO 
CO 



T 

C\J 
CO 
CO 



CO 
CM 
CO 



CM 
CO 



0^<Qz 



ID 
O 

Q 

55 

DC 
Q 



I s - 

.CM 
CO 



CM 
CM 
00 



LO 
CM 
CO 



Si- co 
< Q_ co 

_^ CO>-LU 

oco. 
ootz 

2: DC 2: 
LUCL3 



O 
DC 

o 



>-o 



5< 

<> 
ajOLUO 
oLlOO 



CO UJ ZD 
>_ OQ- 

O- Q.LUO 
,-f^<F- wLU LUC02: 
i^COCO^^ 0=>< 



O 
DC 

o 



< 

CO 



o>- 

r \ ^ LU 

— IDCQ^ 
LU(-SI3 



CO 
U-CM 
CO 



DC 

^ LU 



co 3cocoo 



cm/ 

CO 



cog 

>: m 

DC COOcrj^ 

lu 

3-^co<^ 



Content Secondary Distribution Management System and Method, and Program Providing Medium Therefor 

Inventors: Yoshihito Ishibashi 
Docket No. 09792909-4859 
Replacement Drawings 



19/28 



FIG. 19 



c 



START OF SECONDARY 
DISTRIBUTION PROCESSING 



USER DEVICE A 



MUTUAL PROCESSING BETWEEN 
USER DEVICE A AND USER DEVICE 
B (SESSION KEY CREATION) 



S1901 

USER DEVICE B 



< 



MUTUAL AUTHENTI- 
CATION IS SUCCEEDED? 



> 



NO 



USER DEVICE A READS SECURE 
CONTAINER FROM MEMORY 



S1902 



USER DEVICE A READS UCS(A) 



USER DEVICE A SENDS SECURE 
CONTAINER AND UCS(A) TO USER 
DEVICE B 



S1903 



S1904 



S1905 



1 



S1906 



VERIFICATION OF SECURE 
CONTAINER AND UCS(A) BY USER 
DEVICE B IS SUCCEEDED? 



NO. 



S1908 



NO/ VERIFICATION OF USAGE LOG BY 
USER DEVICE A IS SUCCEEDED? 



) 



iYES 



USER DEVICE B PAYS CONTENT 
USAGE FEE BY ELECTRONIC 
MONEY (USER DEVICE B SENDS 
USAGE LOG TO USER DEVICE A) 



S1907 



YES 



USER DEVICE A DECRYPTS 
CONTENT KEY WITH STORAGE 
KEY AND RE-ENCRYPTS IT WITH 
SESSION KEY 



S1909 



USER DEVICE A SENDS CONTENT 
KEY TO USER DEVICE B 



S1910 
S1913 



USER DEVICE A CREATES 
RECEIVE LOG BASED ON USAGE 
LOG AND SENDS IT TO CLEARING 
CENTER (OR SERVICE PROVIDER) 



S1911 



USER DEVICE B CREATES UCSjB) 
REFLECTING UCS(A), DECRYPTS 
CONTENT KEY AND RE-ENCRYPTS 
IT WITH STORAGE KEY 



USER DEVICE B STORES UCS(B) 
AND CONTENT KEY IN MEMORY 



S1912 



ERROR 



- K END > 1 ERROR 
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FIG. 27 



( START ~) 



NO 



RECEIVE USAGE LOG 
FROM USER BY 
SERVICE PROVIDER 



I 



COMPARE USAGE FEE 
INDICATED IN USAGE 
LOG WITH THRESHOLD 




S2701 



S2702 



DOUBLE-CHECKING 
REQUIRED? 




SEND ISSUE LOG 
INCLUDED IN USAGE 
LOG TO CLEARING 
CENTER 



S2703 



S2704 



CHECK BALANCE DATA 
BY CLEARING CENTER 



SEND BALANCE CHECK 
DATA FROM CLEARING 
CENTER TO SERVICE 
PROVIDER 



S2707 




S2705 



S2706 



YES 



S2708 



CONTINUE CONTENT 
PURCHASE PROCESSING 



S2709 



TERMINATE CONTENT 
PURCHASE PROCESSING 



( END ) 
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FIG. 28 



( START 



S2804 



S2805 



S2806 



EXTRACT ISSUE LOG 
WHICH WILL EXPIRE 
SOON FROM DATABASE 



I 



SPECIFY USER DEVICE 
BASED ON USER 
DEVICE ID CONTAINED 
IN ISSUE LOG 

* 



SEND MESSAGE TO 
USER DEVICE 



T 



USER DEVICE HAS 
REQUESTED TO I 
ISSUE LOG? 



RENEW ISSUE LOG 



SEND RENEWED 
ISSUE LOG TO USER 
DEVICE 



C 



END 



3 



S2801 



S2802 




S2803 



NO 



S2807 

> 


t 




SEND MESSAGE 
INDICATING THAT NEW 
ISSUE LOG SHOULD BE 
CREATED 



S2808 




USER DEVICE HAS 
REQUESTED TO CREATE 
NEW ISSUE LOG 2. 



NO 



S2809 




CREATE NEW ISSUE LOG 



S2810 



SEND NEW ISSUE LOG 
TO USER DEVICE 



